
Gramm Leach Bliley Act

Data Governance Checklist

Status GLBC Element Comment

Published Privacy Policy and/or FERPA annual notice

Process to ensure notice of privacy practices

Process to ensure notice when data is shared

Annual review of privacy policies

Designated Qualified Individual (QI) to oversee information security program

QI written report to governing body (at least annually) *

Written risk assessment (at least annually)

Employee training and management

Information systems: network and software design, information processing,

storage, transmission, and disposal

Detecting, preventing, and responding to attacks, intrusions, or other

systems failures

Documented safeguard for each risk identified

Review of access control standards

Full data inventory including data classification

Encrypt customer information at rest and in transit

Evaluation of application security for in-house and hosted/vendor solutions

Multi-factor authentication for all who access customer information

Process for secure disposition of customer information

Change management process to ensure the ongoing security of information

systems and network

Logging of authorized user activity including access to customer information

Procedures and controls to monitor when sensitive data is accessed

Procedures and controls to detect unauthorized access to customer

information

Regularly monitor and test established safeguards

Annual penetration testing

Vulnerability assessments, including system-wide scans every 6 months

Vulnerability assessment after a material change to business operations

and/or identified risk

Information Security Program policies and procedures

GLBA Data Governance Checklist Page | 1 studentprivacycompass.org



Gramm Leach Bliley Act

Data Governance Checklist

Status GLBC Element Comment
Regular security awareness training of all staff who access customer

information

Specialized training for employees, affiliates, or service providers that have

hands-on responsibility for executing information security program

Monitor for emerging threats and effective countermeasures.

Prevention of unauthorized disclosure of or access to customer financial

information

Ensure all contracts with service providers specify security expectations and

safeguards and include a process to monitor the security practices of the provider

Regularly evaluate information security program to account for change

Written incident response plan *

Controls in place to prevent the unauthorized disclosure of customer financial

information

Controls in place to detect and mitigate unauthorized access to personal,

non-public information

Periodic risk assessment of covered accounts, including (1) methods used to open

accounts; (2) methods used to access accounts; and (3) previous experiences with

identity theft.

Written Identity Theft Prevention Program to detect, prevent, and mitigate identity

theft

Approval from and involvement of the board of directors

Staff training

Oversight of service providers

* Required only for institutions maintaining information on over 5,000 consumers
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