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YOUTH PRIVACY
& DATA PROTECTION101 Youth encounter both opportunities and risks online. Efforts to defend youth privacy must delicately balance 

protecting and empowering youth while allowing them to gradually develop autonomy and resilience. This 
infographic provides an overview of particular opportunities and risks for youth online, along with potential 
protection strategies.

KEY ACTORS Parents and guardians, educators, policymakers, online services and platforms, and youth themselves are some
of the key stakeholders in the data protection landscape. Their involvement in policymaking, protection strategies,
and education around data privacy is critical.

1Bulger and Burton, Our Lives Online: Use of social media by children
and adolescents in East Asia - opportunities, risks and harms, UNICEF, (February 2020).
2Livingstone et al., In their own words: What bothers children online?, EU Kids Online, 
(February 2013).

PROTECTION STRATEGIES
In an effort to ensure youth have safe and secure access to the 
opportunities that technologies provide while guarding against the 
risks they present, a range of strategies can be employed and 
encouraged, whether by governments, online service providers, 
educators, or parents, including:

LAWS, REGULATIONS & POLICIES
Set requirements and practices for appropriate data use

FILTERING & BLOCKING
Inform how data will be used and require consent before processing

PRIVACY BY DESIGN
Incorporate privacy into services by default; build in at every stage of 
product development

DIGITAL LITERACY & CITIZENSHIP
Promote informed, appropriate, and responsible engagement online

AGE GATES
Inform how data will be used and require consent before processing

AGE BANDS
Develop different versions of a service for defined age ranges
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"Anything you post on social 
media, every single person’s 
number, it keeps your history, 
videos, conversations, images...” 
(age 14, Eritrea)1

“The majority of children my age would be bothered if 
someone would access their personal information or 
would edit their words to damage their reputation...”
(age 13, Romania)2

“Blocking some beneficial websites that we are happy 
to use (such as video and music sharing sites) and 
difficulty in accessing whatever we want on [the] 
internet bother us. The restriction of things that we 
wonder at and the availability of the things that make 
us unhappy bother us as well." (age 15, Turkey)2
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“Tell us immediately on signing up 
for an app how our data will be used 
before we sign up and agree to the 
terms and conditions. We would like 
the chance to think about it first.” 
(age 10-11, Ireland)1 

“Blocking some beneficial websites that we are happy 
to use (such as video and music sharing sites) and 
difficulty in accessing whatever we want on [the] 
internet bother us. The restriction of things that 
we wonder at and the availability of the things that 
make us unhappy bother us as well." (age 15, Turkey)2

“The majority of children my 
age would be bothered if 
someone would access their 
personal information or 
would edit their words to 
damage their reputation...”
(age 13, Romania)2
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YOUTH PRIVACY
& DATA PROTECTION101 Youth encounter both opportunities and risks online. Efforts to defend youth privacy must delicately balance protecting

and empowering youth while allowing them to gradually develop autonomy and resilience. This infographic provides 
an overview of particular opportunities and risks for youth online, along with potential protection strategies.

KEY ACTORS Youth, parents and guardians, educators, policymakers, and online service providers are key stakeholders in the youth privacy 
and data protection landscape. Their involvement in policymaking, protection strategies, and data privacy education is crucial.1 Ireland Data Protection Commission, "Some Stuff You Just Want to Keep Private," (July 2019). 

2 Livingstone et al., In their own words: What bothers children online?, EU Kids Online, (February 2013).

PROTECTION STRATEGIES
In an effort to ensure youth have safe and secure access to the opportunities 
that technologies provide while guarding against the risks they present, 
a range of strategies can be employed and encouraged, whether by 
governments, online service providers, educators, or parents, including:

LAWS, REGULATIONS & POLICIES

Set underlying legal protections for appropriate data collection and use

TRANSPARENCY & CHOICE

Support youth and parents in understanding how data will be collected,  
used, and shared, and what rights they have to consent, access, amend, 
limit sharing, or delete that data 

FILTERING & BLOCKING

Limit access to age-inappropriate content and interactions

PRIVACY BY DESIGN

Incorporate privacy into services by default: build privacy in at every stage 
of product development

DIGITAL LITERACY & CITIZENSHIP

Promote informed, appropriate, and responsible engagement online

AGE GATES

Require age verification prior to accessing a service

AGE BANDS

Change aspects of a service to accommodate different age ranges
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