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Module 1 Activities 
 
There are two individual activities for this module. 

1. The Federal Student Privacy Laws Overview Chart 
2. The PPRA Exercise 

Please complete the activities in this document and email the document to ttt@fpf.org by March 17th. 
 
 

  



 
 

Federal Student Privacy Laws 
Overview Chart 

 
After reviewing the resources for this module, please complete the following chart. The first row has been completed as an example. 
  

Regulated 
Entities 

Purpose Notification 
Needed? 

Consent 
Required? 

FERPA (USDOE) 
 
Example  

Educational 
agencies and 
institutions  

Ensure parents have control over their child’s education 
records/data  

Rights; 
Directory 
Information 

Yes, or 
an 
approved 
exception 

PPRA (USDOE)  
    

COPPA (FTC)     

CIPA (FCC)     

  



 
 

PPRA Exercise 
 

Based on your understanding of PPRA, list which questions on the College Board’s SAT Student Data Questionnaire 
require parental consent prior to being asked to minors and identify which sensitive issues are implicated. 
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FERPA Exceptions 
 

1. School Official 
a. A school official is someone that has a legitimate educational interest in a 

student 
b. School officials must be performing a function the school would otherwise 

perform themselves; must only use the data for the reason it was given to them; 
and must be under the school’s direct control in regards to the use and 
maintenance of the data 

2. Directory Information 
a. Directory information is information generally considered not to be harmful or an 

invasion of privacy if released to the public 
b. Examples include a student’s name, gender, birthdate, picture, grade level, SSID, 

height, etc. 
c. Each LEA or school designates what they think is directory information 
d. Parents must be given an annual notification of what types of data are 

designated as directory information 
e. Parents must be given the option to opt out of directory information 
f. Parents must be given a time frame in which they can opt out 

3. Audit and Evaluation 
a. Entity receiving the data has to be a state or local educational authority, or an 

authorized representative of such an authority 
b. A written agreement must be in place that ensures the data are only used for the 

authorized purpose 
c. Data must be destroyed when it is no longer needed for the audit or evaluation 

4. Studies 
a. Under the studies exception, schools can share student PII to develop, validate, 

or administer predictive tests; administer student aid programs; and improve 
instruction 
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b. Data can only be shared with a written agreement that details the purpose, 
scope, and duration of the study; what data are to be shared; and that data can 
only be used for the purposes of the study 

5. Health and Safety Emergency 
a. Schools may disclose student PII in an emergency if it will help protect the health 

or safety of the student or other individuals 
b. Schools should take into account the totality of the threat based on information 

available at the time 
c. Schools should only share information if there is an articulable and significant 

threat to the student or others 
d. Schools should only share information with individuals whose knowledge of the 

situation is necessary to protect the health or safety of the student 
e. Disclosures between other state agencies should not be routine or normal and 

only shared if there is an imminent emergency 
6. Student Transfer 

a. Schools can share student information with each other without parental consent 
when a student is transferring 

b. Schools need to make a reasonable attempt to notify parents of the exchange 
c. Including that your school will forward records in the case of student transfer in 

your annual FERPA notice will help simplify the process 
d. Any previously attended school may share records with the new school 

7. Parents and Students 
a. LEAs may disclose student data to the parents of the student and to the students 

themselves 
8. Dependent 

a. If a parent claims a student as a dependent on their taxes as defined in Section 
152 of the Internal Revenue code of 1986, the school may share student data 
with parents if the student has already turned 18 

9. Sex Offenders 
a. If the disclosure relates to sex offenders or other individuals required to register 

under Section 170101 if the Violent Crimes Control and Law Enforcement Act of 
1994 

10. Accrediting Purposes 
a. You may disclose student PII to an accrediting organization so they can carry out 

their accrediting functions 
11. Financial Aid 
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a. LEAs may disclose student records in connection with financial aid the student 
has applied for or received 

b. Records should help determine the amount; eligibility; and conditions of the aid, 
or to enforce the terms and conditions of the financial aid  

12. Juvenile Justice 
a. LEAs may disclose student records with state and local authorities of the juvenile 

justice service so long as a state statute allows it 
b. If the state statute was passed after 1974, the disclosure has to relate to the 

system’s ability to effectively serve the student prior to adjudication 
c. If the statute was passed before 1974, different restrictions apply 

13. Child Nutrition 
a. You can share student education records with:  

i. USDA, their authorized representative, or a contractor working for Food 
and Nutrition Services for the purposes of program monitoring; 
evaluations; or performance measurements of state or local agencies  

b. Only for schools receiving funds under the Richard B Russell School Lunch Act or 
the Child Nutrition Act  

c. Only the authorized representative should have access to the PII 
d. You may share the results as aggregate data 
e. Data should be destroyed once it is no longer needed 
f. Child nutrition data is also protected by the National School Lunch Act and PPRA 

14. Case Workers 
a. Schools may share records with caseworkers or other representatives of state or 

local child welfare agencies or other tribal organizations.  
b. Records may only be shared with caseworkers if: 

i. They have the right to access the student’s case plan 
ii. The student is under the “care and protection” of the agency 

1. Consult your local law when defining “case and protection” 
c. The caseworker may not redisclose the records to unauthorized individuals 

15. Judicial Order 
a. LEAs must share data in order to comply with a judicial order or a legally issued 

subpoena, but they shouldn’t immediately share records.  
i. Consult with your legal counsel. 
ii. LEAs should notify parents or eligible students of the subpoena within a 

reasonable amount of time so they may seek protective action unless 
1. it is a federal grand jury subpoena; 
2. the subpoena specifically orders the content not be disclosed; or 
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3. it is an ex parte court order in relation to a terrorism investigation 
iii. The school can also seek protective action when they believe the 

student’s privacy needs outweigh the defendants’ need to access the 
data 

16. Disciplinary Proceeding: alcohol or a controlled substance 
a. This exception only applies to postsecondary schools 
b. If the disciplinary proceeding is in regards to the use or possession of alcohol or 

a controlled substance, you may share the violation with the parents if: 
i. The student did commit the violation 
ii. The student is under 21 at the time of the disclosure 

c. This provision does not supersede any state law that would otherwise prohibit 
the disclosure. 

17. Disciplinary Proceeding: violence or non-forcible sex offense 
a. This exception only applies to postsecondary schools 
b. Two things determine what results you can share: 

i. The type of offense committed 
ii. Whom you’re sharing the results with 

c. If they committed a crime of violence or a non-forcible sex offense (FERPA has a 
list) 

i. You may share final results with:  
1. Victim, regardless of whether they determined a violation was 

committed or not 
2. Others, only if they determined a violation was indeed committed 

ii. You can only share this information about the final result:  
1. The name of the student who committed the violation 
2. The violation committed 
3. Any sanctions against the student 

iii. You may not disclose the names of any other students, including victims 
or witnesses, without prior consent 

iv. Only applies to results reached after October 7, 1998 
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�� MS\NL^Vc�\NVJ^NM�^Y�J�]^_MNX^˴�JXM
�� WJSX^JSXNM�Kc�JX�NM_LJ^SYXJV�JQNXLc�Y\�SX]^S^_^SYX�Y\�Kc�J�ZJ\^c�JL^SXQ�OY\�

^RN�JQNXLc�Y\�SX]^S^_^SYX˰



?4AB>=0;;H�834=C85801;4�8=5>A<0C8>=�
˟?88ˠ

Ɣ 3S\NL^�8MNX^SŊN\]
ż N˰Q˰˳�=JWN˳�BB=˳�B^_MNX^�83�=_WKN\˳ �N^L˰
˟�˲��\NVJ^SYX]RSZ�^Y�]^_MNX^ˠ

Ɣ 8XMS\NL^�8MNX^SŊN\]
ż N˰Q˰˳�1S\^RMJ^N˳�3NWYQ\JZRSL�8XOY\WJ^SYX
˟�˲<JXc�\NVJ^SYX]RSZ�^Y�]^_MNX^ˠ

Ɣ ̀>^RN\�SXOY\WJ^SYX�^RJ^˳�JVYXN�Y\�SX�LYWKSXJ^SYX˳�S]�VSXUNM�Y\�VSXUJKVN�^Y�J�]ZNLSŊL�]^_MNX^�^RJ^�
aY_VM�JVVYa�J�\NJ]YXJKVN�ZN\]YX�SX�^RN�]LRYYV�LYWW_XS^c˳�aRY�MYN]�XY^�RJ`N�ZN\]YXJV�
UXYaVNMQN�YO�^RN�\NVN`JX^�LS\L_W]^JXLN]˳�^Y�SMNX^SOc�^RN�]^_MNX^�aS^R�\NJ]YXJKVN�LN\^JSX^c˰́ �˟ˮ�
��˰
ˠ



<08=�?A>E8B8>=B

6\JX^]�ZJ\NX^]�JXM�NVSQSKVN�]^_MNX^]�^RN�OYVVYaSXQ�\SQR^]˲
Ɣ ASQR^�^Y�JXX_JV�XY^SŊLJ^SYX�YO�]LRYYV̄]�54A?0�ZYVSLc
Ɣ ASQR^�YO�JLLN]]�^Y�LRSVM̄]�NM_LJ^SYX�\NLY\M]
Ɣ ASQR^�^Y�]NNU�JWNXMWNX^̾LY\\NL^SYX�YO�LRSVM̄]�NM_LJ^SYX�\NLY\M]



<08=�?A>E8B8>=B

6\JX^]�ZJ\NX^]�JXM�NVSQSKVN�]^_MNX^]�^RN�OYVVYaSXQ�\SQR^]˲
Ɣ ASQR^�^Y�LYXŊMNX^SJVS^c�YO�?88�SX�YaX�NM_LJ^SYX�\NLY\M]
Ɣ ASQR^�^Y�ŊVN�J�LYWZVJSX^�aS^R�3NZ^�YO�4M�OY\�JVVNQNM�`SYVJ^SYX]



CF>�<08=�6>0;B�>5�54A?0

Ɣ 0224BB˲�6_J\JX^NN]�]^_MNX^]�JLLN]]�^Y�^RNS\�YaX�NM_LJ^SYXJV�
\NLY\M]˴�JXM

Ɣ ?A8E02H˲�?\N`NX^]�_XJ_^RY\SdNM�MS]LVY]_\N�YO�NM_LJ^SYXJV�
\NLY\M]

˟_XVN]]�NbLNZ^SYX�JZZVSN]˱ˠ



0224BB

Ɣ B^_MNX^]�RJ`N�\SQR^�^Y�SX]ZNL^�JXM�\N`SNa�^RNS\�YaX�NM_LJ^SYX�
\NLY\M]

Ɣ BLRYYV�W_]^�\N]ZYXM�^Y�\N[_N]^�OY\�SX]ZNL^SYX�aS^RSX�J�
\NJ]YXJKVN�^SWN�K_^�XY�VJ^N\�^RJX����MJc]

Ɣ ?\YRSKS^]�]LRYYV�O\YW�MNVN^SXQ�Y\�MN]^\YcSXQ�\NLY\M]�aRSVN�
JLLN]]�S]�ZNXMSXQ

Ɣ 2JX̄^�LRJ\QN�_X\NJ]YXJKVN�JWY_X^



?A8E02H

Ɣ B^_MNX^̄]�a\S^^NX�LYX]NX^�\N[_S\NM�KNOY\N�MS]LVY]_\N�^Y�^RS\M�
ZJ\^SN]

Ɣ CRS\M�ZJ\^c�\NLSZSNX^]�W_]^�JQ\NN�XY^�^Y�\N̐MS]LVY]N

Ɣ BLRYYV�W_]^�UNNZ�J�\NLY\M�YO�JVV�^RS\M�ZJ\^c�\N[_N]^]�JXM�
MS]LVY]_\N]

Ɣ 0VVYa]�OY\�XYX̐LYX]NX]_JV�MS]LVY]_\N�SX�LN\^JSX�VSWS^NM�
LS\L_W]^JXLN]



C>?�4G24?C8>=B�C>�2>=B4=C

Ɣ BLRYYV�YŎLSJV�NbLNZ^SYX�˟ˮ��˰
�˟Jˠ˟�ˠˠ

Ɣ B^_MSN]�JXM�J_MS^�JXM�N`JV_J^SYX�NbLNZ^SYX]�˟ˮ��˰
�˟Jˠ˟ˠ�JXM�
ˮ��˰
�˟Jˠ˟
ˠˠ

Ɣ 3S\NL^Y\c�SXOY\WJ^SYX�˟ˮ��˰
�˟Jˠ˟��ˠˠ�

Ɣ 7NJV^R�JXM�]JON^c�NbLNZ^SYX�˟ˮ��˰
�˟Jˠ˟��ˠˠ

Ɣ ;Ja�NXOY\LNWNX^�JXM�]_KZYNXJ�˟ˮ��˰
�˟Jˠ˟
ˠ˟SSˠ�JXM�ˮ��˰
�˟Jˠ˟�ˠˠ

Ɣ ;Ja]_S^�˟ˮ��˰
�˟Jˠ˟�ˠˠ



B27>>;�>558280;˳�BCD384B˳�˖�0D38C�0=3�
4E0;D0C8>=�4G24?C8>=B

FN̄VV�^JVU�JKY_^�^RN]N�VJ^N\�SX�^RN�Z\YQ\JW�SX�MN^JSV˳�]Y�
JVV�cY_�XNNM�^Y�UXYa�S]˱

CRN�]LRYYV�YŎLSJV�NbLNZ^SYX�SXLV_MN]�
cY_\�SX^N\XJV�]^Jň�JXM�`YV_X^NN\]



38A42C>AH�8=5>A<0C8>=�4G24?C8>=

Ɣ <Jc�SXLV_MN˲
κ XJWN˳�JMM\N]]˳�ZRYXN�X_WKN\˳ �JXM�N̐WJSV�JMM\N]]
κ ZRY^YQ\JZR
κ MJ^N�JXM�ZVJLN�YO�KS\^R
κ WY]^�\NLNX^�]LRYYV�J^^NXMNM˴�Q\JMN�VN`NV�JXM�WJTY\�ŊNVM�YO�]^_Mc
κ MJ^N]�YO�J^^NXMJXLN�˟N˰Q˰˳�cNJ\�Y\�]NWN]^N\ˠ
κ ZJ\^SLSZJ^SYX�SX�YŎLSJVVc�\NLYQXSdNM�]ZY\^]�JXM�JL^S`S^SN]˴�RNSQR^�JXM�aNSQR^�YO�
J^RVN^N]˳

κ MNQ\NN]˳�RYXY\]˳�JXM�JaJ\M]�\NLNS`NM˳�JXM
Ɣ 2JX�XN`N\�SXLV_MN�]YLSJV�]NL_\S^c�X_WKN\
Ɣ 2JX̄^�MS]LVY]N�XYX̐MS\NL^Y\c�SXOY\WJ^SYX�aS^R�MS\NL^Y\c�SXOY\WJ^SYX



38A42C>AH�8=5>A<0C8>=�4G24?C8>=

Ɣ 0XX_JV�XY^SLN�W_]^�KN�QS`NX�^Y�ZJ\NX^]

Ɣ B^_MNX^]�WJc�LRYY]N�^Y�̀YZ^̐Y_^́�YO�^RN�MS]LVY]_\N�YO�MS\NL^Y\c�
SXOY\WJ^SYX

Ɣ BLRYYV]�WJc�JMYZ^�J�VSWS^NM�MS\NL^Y\c�SXOY\WJ^SYX�ZYVSLc�^RJ^�
JVVYa]�OY\�^RN�MS]LVY]_\N�YO�MS\NL^Y\c�SXOY\WJ^SYX�^Y�]ZNLSŊL�
ZJ\^SN]˳�OY\�]ZNLSŊL�Z_\ZY]N]˳�Y\�OY\�KY^R˰��







740;C7�˖�B054CH�4G24?C8>=

Ɣ ̀CRN�MS]LVY]_\N�S]�SX�LYXXNL^SYX�aS^R�J�RNJV^R�Y\�]JON^c�NWN\QNXLc˳�_XMN\�^RN�
LYXMS^SYX]�MN]L\SKNM�SX�ˮ��˰
 ́˱

Ɣ =NLN]]J\c�^Y�MS]LVY]N�J�]^_MNX^̄]�NM_LJ^SYX�\NLY\M]�˟Y\�?88�LYX^JSXNM�SX�^RY]N�
\NLY\M]ˠ�^Y�JZZ\YZ\SJ^N�ZJ\^SN]�SX�Y\MN\�^Y�JMM\N]]�J�]ZNLSŊL�JXM�J\^SL_VJKVN�
^R\NJ^�YO�J�RNJV^R�Y\�]JON^c�NWN\QNXLc˰

Ɣ ;SWS^NM�^Y�^RN�ZN\SYM�YO�^RN�NWN\QNXLc�JXM�MYN]�XY^�JVVYa�OY\�J�KVJXUN^�
\NVNJ]N�YO�?88�O\YW�J�]^_MNX^̄]�NM_LJ^SYX�\NLY\M]˰

Ɣ 4WN\QNXLc�NbJWZVN]˲�SWZNXMSXQ�XJ^_\JV�MS]J]^N\˳ �J�^N\\Y\S]^�J^^JLU˳�J�LJWZ_]�
^R\NJ^˳�Y\�^RN�Y_^K\NJU�YO�JX�NZSMNWSL�MS]NJ]N˰�



740;C7�˖�B054CH�4G24?C8>=˲
14BC�?A02C824B

Ɣ 4X]_\N�^RJ^�NWN\QNXLc�\N]ZYX]N�ZVJX]�SXLV_MN�LVNJ\�Q_SMJXLN�YX�aRNX�
]^_MNX^]̄�ZN\]YXJVVc�SMNX^SŊJKVN�SXOY\WJ^SYX�WJc�KN�MS]LVY]NM

Ɣ 4X]_\N�^RJ^�S^�S]�JX�NWN\QNXLc

Ɣ 3S]LVY]N�YXVc�^RN�SXOY\WJ^SYX�XNLN]]J\c�^Y�\N]YV`N�]ZNLSŊL�RNJV^R�Y\�]JON^c�
]S^_J^SYX]

Ɣ 3S]LVY]N�SXOY\WJ^SYX�YXVc�^Y�^RN�JZZ\YZ\SJ^N�ZJ\^SN]�̐�^RY]N�aRY�XNNM�^Y�UXYa

Ɣ 2J\NO_VVc�LYX]SMN\�ZY^NX^SJV�_XSX^NXMNM�LYX]N[_NXLN]˳�]_LR�J]�MS]Z\YZY\^SYXJ^N�
NňNL^]�YX�`_VXN\JKVN�ZYZ_VJ^SYX]˳�JXM�KJVJXLN�^RY]N�\S]U]�aS^R�^RN�KNXNŊ^]�YO�
MS]LVY]SXQ�]^_MNX^�SXOY\WJ^SYX



740;C7�˖�B054CH�4G24?C8>=
A4B>DA24B

Ɣ 5?5˳�3S]LVY]SXQ�B^_MNX^�8XOY\WJ^SYX�3_\SXQ�BLRYYV�4WN\QNXLSN]˲�0�?\SWN\�OY\�BLRYYV]

Ɣ 5?5˳�B^_MNX^�?\S`JLc�3_\SXQ�^RN�2>E83̐���?JXMNWSL

Ɣ ?C02˳�54A?0�JXM�^RN�2Y\YXJ`S\_]�3S]NJ]N�	����˟2>E83̐��ˠ

Ɣ ?C02˳�BLRYYV�AN]Y_\LN�>ŎLN\]˳�BLRYYV�;Ja�4XOY\LNWNX^�DXS^]˳�JXM�^RN�5JWSVc�4M_LJ^SYXJV�ASQR^]�JXM�
?\S`JLc�0L^�˟54A?0ˠ�

Ɣ CRN�=N^aY\U�OY\�?_KVSL�7NJV^R�;Ja˳�3J^J�?\S`JLc�SX�BLRYYV�=_\]SXQ˲�=J`SQJ^SXQ�^RN�2YWZVNb�;JXM]LJZN�YO�
3J^J�?\S`JLc�;Ja]�˟?J\^�8ˠ

Ɣ CRN�=N^aY\U�OY\�?_KVSL�7NJV^R�;Ja˳�3J^J�?\S`JLc�SX�BLRYYV�=_\]SXQ˲�=J`SQJ^SXQ�^RN�2YWZVNb�;JXM]LJZN�YO�
3J^J�?\S`JLc�;Ja]�˟?J\^�88ˠ

Ɣ CRN�=N^aY\U�OY\�?_KVSL�7NJV^R�;Ja˳�3J^J�BRJ\SXQ�6_SMJXLN�OY\�BLRYYV�=_\]N]


;0F�4=5>A24<4=C�?DA?>B4B�0=3�
C74�BD1?>4=0�4G24?C8>=

Ɣ ^Y�^RN�̀J_^RY\SdNM�\NZ\N]NX^J^S`N]�YO�^RN�0^^Y\XNc�6NXN\JV́�˟ZJ\^�YO�
^RN�J_MS^�JXM�N`JV_J^SYX�NbLNZ^SYXˠ˴

Ɣ ̀^Y�LYWZVc�aS^R�J�T_MSLSJV�Y\MN\�Y\�VJaO_VVc�S]]_NM�]_KZYNXJ˰́

Ɣ ANLY\M]�L\NJ^NM�Kc�J�VJa�NXOY\LNWNX^�_XS^�OY\�J�VJa�NXOY\LNWNX^�
Z_\ZY]N�JXM�WJSX^JSXNM�Kc�^RN�VJa�NXOY\LNWNX^�_XS^



;0F�4=5>A24<4=C�?DA?>B4B�0=3�
C74�BD1?>4=0�4G24?C8>=

Ɣ 54A?0�\N[_S\N]�]LRYYV]�^Y�XY^SOc�^RN�]^_MNX^�Y\�ZJ\NX^�KNOY\N�
MS]LVY]SXQ�\NLY\M]�_XMN\�J�]_KZYNXJ�_XVN]]�J�LY_\^�RJ]�\_VNM�
Y^RN\aS]N

Ɣ BA>]�J\N�VSUNVc�JL^SXQ�TYSX^Vc�J]�J�]LRYYV�YŎLSJV�JXM�J�VJa�
NXOY\LNWNX^�_XS^˳�JXM�W_]^�]NQWNX^�SXOY\WJ^SYX�LYVVNL^SYX�JXM�
]RJ\SXQ�JLLY\MSXQVc



;0F�4=5>A24<4=C�?DA?>B4B�0=3�
C74�BD1?>4=0�4G24?C8>=�A4B>DA24B

Ɣ ?C02˳�BLRYYV�AN]Y_\LN�>ŎLN\]˳�BLRYYV�;Ja�4XOY\LNWNX^�DXS^]˳�JXM�^RN�5JWSVc�4M_LJ^SYXJV�ASQR^]�JXM�
?\S`JLc�0L^�˟54A?0ˠ�

Ɣ 5?5˳�;Ja�4XOY\LNWNX^�0LLN]]�^Y�B^_MNX^�ANLY\M]˲�0�6_SMN�OY\�BLRYYV�0MWSXS]^\J^Y\]�˖�4M�CNLR�BN\`SLN�
?\Y`SMN\]

Ɣ 5?5˳�3S]LVY]SXQ�B^_MNX^�8XOY\WJ^SYX�3_\SXQ�BLRYYV�4WN\QNXLSN]˲�0�?\SWN\�OY\�BLRYYV]



;0FBD8C�4G24?C8>=

Ɣ ˟SSSˠ˟0ˠ�8O�JX�NM_LJ^SYXJV�JQNXLc�Y\�SX]^S^_^SYX�SXS^SJ^N]�VNQJV�JL^SYX�JQJSX]^�J�ZJ\NX^�
Y\�]^_MNX^˳�^RN�NM_LJ^SYXJV�JQNXLc�Y\�SX]^S^_^SYX�WJc�MS]LVY]N�^Y�^RN�LY_\^˳�
aS^RY_^�J�LY_\^�Y\MN\�Y\�]_KZYNXJ˳�^RN�NM_LJ^SYX�\NLY\M]�YO�^RN�]^_MNX^�^RJ^�J\N�
\NVN`JX^�OY\�^RN�NM_LJ^SYXJV�JQNXLc�Y\�SX]^S^_^SYX�^Y�Z\YLNNM�aS^R�^RN�VNQJV�
JL^SYX�J]�ZVJSX^Sň˰

Ɣ ˟1ˠ�8O�J�ZJ\NX^�Y\�NVSQSKVN�]^_MNX^�SXS^SJ^N]�VNQJV�JL^SYX�JQJSX]^�JX�NM_LJ^SYXJV�
JQNXLc�Y\�SX]^S^_^SYX˳�^RN�NM_LJ^SYXJV�JQNXLc�Y\�SX]^S^_^SYX�WJc�MS]LVY]N�^Y�^RN�
LY_\^˳�aS^RY_^�J�LY_\^�Y\MN\�Y\�]_KZYNXJ˳�^RN�]^_MNX^˿]�NM_LJ^SYX�\NLY\M]�^RJ^�
J\N�\NVN`JX^�OY\�^RN�NM_LJ^SYXJV�JQNXLc�Y\�SX]^S^_^SYX�^Y�MNONXM�S^]NVO˰





R^^Z]˲̾̾aaa˰LR\YXSLVN˰LYW̾J\^SLVN̾AJZNM̐YX̐2JWZ_]̐3YX̐^̐C\_]^̾		���




R^^Z]˲̾̾aaa˰LR\YXSLVN˰LYW̾J\^SLVN̾AJZNM̐YX̐2JWZ_]̐3YX̐^̐C\_]^̾		���








>C74A�4G24?C8>=B

Ɣ CY�?J\NX^]�JXM�B^_MNX^]�˟YO�LY_\]Nˠ�˟ˮ��˰
�˟Jˠ˟�	ˠˠ
Ɣ B^_MNX^�C\JX]ON\�˟ˮ��˰
�˟Jˠ˟	ˠˠ
Ɣ B^_MNX^�J]�J�3NZNXMNX^�˟ˮ��˰
�˟Jˠ˟�ˠˠ
Ɣ BNb�>ňNXMN\]�˟ˮ��˰
�˟Jˠ˟�ˠˠ
Ɣ 0LL\NMS^SXQ�?_\ZY]N]�˟ˮ��˰
�˟Jˠ˟�ˠˠ
Ɣ 5SXJXLSJV�0SM�˟ˮ��˰
�˟Jˠ˟�ˠˠ
Ɣ 9_`NXSVN�9_]^SLN�˟ˮ��˰
�˟Jˠ˟�ˠˠ
Ɣ 2RSVM�=_^\S^SYX
Ɣ 2J]N�FY\UN\]
Ɣ 2N\^JSX�?Y]^]NLYXMJ\c�3S]LSZVSXJ\c�?\YLNNMSXQ]�˟ˮ��˰
�˟Jˠ˟�
̐��ˠ�JXM�ˮ��˰
�˟Jˠ˟��ˠˠ

A4<8=34A˲�<Y]^�NbLNZ^SYX]�J\N�WJc�XY^�W_]^



4=5>A24<4=C









54A?0�A4̐FA8C4˺



??A0



?A>C42C8>=�>5�?D?8;�A867CB�
0<4=3<4=C�˟??A0ˠ

Ɣ 0WNXMNM�SX�	����aS^R�=Y�2RSVM�;NO^�1NRSXM�0L^

Ɣ <Y]^Vc�UXYaX�OY\�S^]�Z\Y`S]SYX]�MNJVSXQ�aS^R�]_\`Nc]�SX�:̐�	

Ɣ 8XLV_MN]�VSWS^J^SYX]�YX�_]SXQ�ZN\]YXJV�SXOY\WJ^SYX�LYVVNL^NM�O\YW�
]^_MNX^]�OY\�WJ\UN^SXQ

Ɣ <Jc�\N[_S\N�ZJ\NX^JV�XY^SŊLJ^SYX�JXM�YZZY\^_XS^c�^Y�YZ^̐Y_^

Ɣ <Jc�\N[_S\N�^RN�MN`NVYZWNX^�YO�ZYVSLSN]�SX�LYXT_XL^SYX�aS^R�ZJ\NX^]

Ɣ 7YaN`N\�˱�J�]SQXSŊLJX^�NbLNZ^SYX�OY\�̀NM_LJ^SYXJV�Z\YM_L^]�Y\�
]N\`SLN]́



??A0
Ɣ ?YVS^SLJV�JŎVSJ^SYX]˴
Ɣ <NX^JV�JXM�Z]cLRYVYQSLJV�Z\YKVNW]�ZY^NX^SJVVc�NWKJ\\J]]SXQ�^Y�^RN�]^_MNX^�JXM�RS]̾RN\�OJWSVc˴
Ɣ BNb�KNRJ`SY\�JXM�J^^S^_MN]˴
Ɣ 8VVNQJV˳�JX^S̐]YLSJV˳�]NVO̐SXL\SWSXJ^SXQ�JXM�MNWNJXSXQ�KNRJ`SY\˴
Ɣ 2\S^SLJV�JZZ\JS]JV]�YO�Y^RN\�SXMS`SM_JV]�aS^R�aRYW�\N]ZYXMNX^]�RJ`N�LVY]N�OJWSVc�\NVJ^SYX]RSZ]˴
Ɣ ;NQJVVc�\NLYQXSdNM�Z\S`SVNQNM�Y\�JXJVYQY_]�\NVJ^SYX]RSZ]˳�]_LR�J]�^RY]N�YO�VJacN\]˳�ZRc]SLSJX]˳�

JXM�WSXS]^N\]˴
Ɣ ANVSQSY_]�Z\JL^SLN]˳�JŎVSJ^SYX]˳�Y\�KNVSNO]�YO�^RN�]^_MNX^�Y\�]^_MNX^˿]�ZJ\NX^˫˴�8XLYWN�˟Y^RN\�^RJX�

^RJ^�\N[_S\NM�Kc�VJa�^Y�MN^N\WSXN�NVSQSKSVS^c�OY\�ZJ\^SLSZJ^SYX�SX�J�Z\YQ\JW�Y\�OY\�\NLNS`SXQ�
ŊXJXLSJV�J]]S]^JXLN�_XMN\�]_LR�Z\YQ\JW˰ˠ

=Y^N˲�8XON\NXLN]�J\NX̄^�SXLV_MNM

D˰B˰�3NZJ\^WNX^�YO�4M_LJ^SYX˳�??A0�OY\�?J\NX^]



??A0
B^_MNX^�?J\^SLSZJ^SYX�

AN[_S\NM
2Y`N\]�^RN�4SQR^�?\Y^NL^NM�

2J^NQY\SN]
>Z^̐SX̾>Z^̐Y_^

HN] HN]
?\Y`SMN�XY^SLN�JXM�ZJ\NX^]�W_]^�
YZ^�SX�OY\�^RN�]^_MNX^�^Y�^JUN�^RN�
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The Federal Role in 
Safeguarding Student Data                    
Areas for federal action recommended by a coalition of national 
organizations

APRIL 2015

High-quality education data—data that are timely and useful—empower students, parents, educators, local and state 
education leaders, and policymakers with the information they need to make better decisions to improve student 
achievement and success. That is something all students and families deserve.

We are a coalition of organizations and individuals that represent diverse policy perspectives and believe adamantly in 
the e!ective use of data to support student learning and success. We believe everyone who uses student information 
has a responsibility to maintain its privacy and security.

As our school systems move into the digital age, we believe that the federal government has a role in prioritizing 
student data privacy and security and building trust in the use of student information. We o!er the following 
context to frame the discussion about what the federal government can do to support the education field in 
safeguarding student data. We have identified three broad areas for federal action that we agree upon, although each 
of us may have di!ering opinions on how best to implement them. 

Data Matter to Meeting Our Education Goals
We have more useful and richer information than ever 
before that can be used to support teaching and learning. 
But educators, students, and families will not use this 
information to make decisions, personalize learning, and 
help students succeed if they do not trust that doing 
so is safe. Over the past year, states, districts, education 
and privacy organizations, and school service providers 
have demonstrated tremendous leadership in prioritizing 
the need to safeguard student information. These e!orts 
have led to greater transparency about what data are 
collected and for what purposes, stronger privacy 
and security laws and policies, clearer governance of 
data, and more open communication across the field—
especially with parents and teachers. 

There is a critical federal role in complementing, 
supporting, and reinforcing these activities. Federal 
action should continue to align and clarify student 
protections and build capacity throughout the field to 
protect student information. 

Existing federal laws including the Family Educational 
Rights and Privacy Act (FERPA), the Protection of Pupil 
Rights Amendment (PPRA), and the Children’s Online 
Privacy Protection Act (COPPA) o!er an important legal 
foundation for safeguarding student data. Information 
practices and technological capabilities have changed 
radically since each of them was enacted. The federal 
government should continue to provide a clear student 
data privacy and security framework and support for 
states, local school systems, and schools that have 
varying legal and technical capacity.  

Potential Areas for Federal Action
We believe that with appropriate federal leadership and 
guidance, state and local leaders and especially those 
closest to students—teachers and principals—can be 
informed about how federal laws apply to activities in the 
classroom and can be empowered to use education data 
well and safeguard them. We propose the three general 
areas for federal action on the following page.

FEDERAL LAWS THAT PROTECT STUDENT INFORMATION

LEGISLATION DATE ENACTED ADMINISTERED BY

Family Educational Rights and Privacy Act (FERPA) 1974 US Department of Education

Protection of Pupil Rights Amendment (PPRA) 1978 US Department of Education

Children’s Online Privacy Protection Act (COPPA) 1998 Federal Trade Commission

Student Digital Privacy and Parental Rights Act Expected in 2015 Federal Trade Commission



1.  ENSURE THAT FEDERAL LAWS PROVIDE A STRONG FOUNDATION TO PROTECT STUDENT INFORMATION IN A 
CONSTANTLY CHANGING AND INCREASINGLY DIGITAL SCHOOL ENVIRONMENT. 

THE CURRENT LANDSCAPE: Current federal laws do 
not specifically address current and evolving technology-
driven practices that have implications for the privacy 
and security of student information. Student data are 
now collected, stored, and shared digitally—rather 
than on paper—often in cloud-based systems. New 
technologies can produce more sophisticated feedback 
on student progress and are informing classroom 
practices and educators’ e!orts to personalize 
instruction. While COPPA addresses online privacy, 
how the law applies to the use of various technologies 
in the classroom is not always clear to school districts 
and educators. And while FERPA has been applied to 
electronic records in some situations, the law is not 
designed to cover data collected outside of a student’s 

o"cial school record. Neither law addresses current and 
potential security concerns related to the aforementioned 
new digital capabilities. 

THE FEDERAL ROLE: Federal law should establish a 
strong privacy and security foundation for educational 
institutions and agencies that provides baseline 
protections and consistency across states. Yet federal 
law should be broad enough to allow states and districts 
to innovate and respond to new developments in 
technology. Any changes to FERPA should recognize 
the electronic environments in which student data are 
generated and stored, account for schools’ uses of third-
party online applications that collect student information, 
and address the need for security safeguards designed 
for modern digital environments. 

2.  ENSURE THAT THE FEDERAL GOVERNMENT COORDINATES ACROSS AGENCIES TO PROVIDE CLARITY TO THOSE ON 
THE GROUND AS TO HOW PRIVACY LAWS WORK TOGETHER.

THE CURRENT LANDSCAPE: States and districts must 
navigate the student data privacy protections o!ered 
by federal laws, namely FERPA and PPRA, which are 
administered by the US Department of Education 
(ED), and COPPA, which is administered by the Federal 
Trade Commission (FTC). An aligned federal foundation 
that is coherent across applications and a continued 
commitment to coordinated communications can provide 
consistent definitions and standards for those on the 
ground. 

THE FEDERAL ROLE: ED and the FTC should continue 
to coordinate to meet the needs of families, educators, 
and others working in states and school systems. These 
agencies can issue joint guidance to help individuals 
in states and districts navigate and implement federal 
privacy laws and inform complementary state laws and 
policies. They can help clarify for the public which federal 
laws govern student data privacy, their application in 
school settings, and federal governance of websites and 
online applications. 

3.  SUPPORT STATE AND LOCAL CAPACITY TO SAFEGUARD DATA.

THE CURRENT LANDSCAPE: To safeguard student 
data, individuals in schools and local school systems 
need training and support to build a culture of trust and 
implement best practices in data privacy and security. 
The federal government has numerous tools to support 
local infrastructure and capacity building. Federal 
agencies have already taken steps to support the field; 
the Privacy Technical Assistance Center, for example, has 
provided great value to the field through its hotline and 
its guidance on such important issues as data breach 
response and model terms of service. 

THE FEDERAL ROLE: Continued federal attention to 
the role of states and school districts in safeguarding 
student data is vital. The federal government can do 
more to support them by providing more tools and 
resources to help them adopt policies and best practices 
in transparency, governance, and privacy and security. 
These supports can also include funding for building 
capacity—especially through related training and 
professional development—throughout the system, from 
the state to the local, school, and classroom levels. There 
are opportunities in federal law, such as the Elementary 
and Secondary Education Act, to address the need to 
equip teachers and school leaders to protect and use 
data e!ectively.

We, the undersigned organizations, support the three areas for federal action  
in safeguarding student data outlined in this document:

AASA, The School 
Superintendents Association

Alliance for Excellent 
Education

Association of Educational 
Service Agencies

Consortium for School 
Networking

Data Quality Campaign 

The Education Trust

Future of Privacy Forum

International Association for 
K-12 Online Learning 

International Society for 
Technology in Education

National Association of 
Elementary School Principals

National Association of 
Secondary School Principals

National Association of State 
Boards of Education 

National Association of State 
Directors of Teacher Education  
and Certification 

National Rural Education 
Advocacy Coalition

SIF Association

State Education Technology 
Directors Association 

StriveTogether

StudentsFirst
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INTRODUCTION !
Privacy law in the United States is a complicated patchwork of state and federal 
caselaw and statutes. Harvard Law School’s Cyberlaw Clinic, based at the Berkman 
Center for Internet & Society, has prepared this briefing document to provide a high-
level overview of two of the major federal legal regimes that govern privacy of 
children’s and students’ data in the United States: the Children’s Online Privacy 
Protection Act and the Family Educational Rights and Privacy Act.  !
The purpose of this document is to provide schools, parents, and students alike with 
an overview of some of the laws that may apply as schools begin to use cloud 
computing tools to help educate students. Both of the relevant statutes – and 
particularly FERPA – are complex and are the subjects of large bodies of caselaw and 
extensive third-party commentary, research, and scholarship. This document is not 
intended to provide a comprehensive summary of these statutes, nor privacy law in 
general, and it is not a substitute for specific legal advice. Rather, this guide 
highlights key provisions in these statutes and maps the legal and regulatory 
landscape. !
FAMILY EDUCATIONAL RIGHTS AND PRIVACY ACT !
Overview !
Congress enacted the Family Educational Rights and Privacy Act (“FERPA”)   in 1

1974 to protect children’s informational privacy and family privacy. FERPA prohibits 
the federal funding of educational institutions – schools, districts, and state education 
agencies – that release educational records to unauthorized persons.    2

!
To whom does FERPA apply? !
FERPA applies to public and private “educational agenc[ies] or institution[s]” that 
receive funds through particular programs administered by the United States 
Secretary of Education, who heads the Department of Education (“DOE”).   The 3

institution may receive federal funding either (1) directly, through grants, cooperative 
agreements, contracts, sub-grants, or sub-contracts;   or (2) indirectly, from students 4

who receive scholarships or other funding from federal programs such as the Pell 
Grant Program or the Guaranteed Student Loan Program.   5

!
What qualifies as an educational agency or institution? !
Under FERPA, an educational agency or institution is defined as any school, district, 
or state education agency that: (1) receives federal funding (as described above), and 

!  1

Cloud computing 
is any functionality 
hosted on a network 
of remote servers 
that is available 
over the Internet. 
This can mean 
anything from an 
email service to 
full-fledged 
technology 
infrastructure, such 
as remote digital 
storage and remote 
computing power.  
Cloud computing 
also includes 
“software as a 
service,” which 
allows one to access 
a computer program 
over the Internet.
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(2) either provides educational services or instruction to students or directs and 
controls public elementary, secondary, or post-secondary institutions.   6

!
What information does FERPA protect? !
FERPA protects the confidentiality of “education records.”   !
What qualifies as an “education record?” !
Education records include any records, files, documents, or other materials that are 
“maintained by an educational agency or institution or by a person acting for such 
agency or institution” and contain information directly related to a student.   A “person 7

acting for” the educational agency generally refers to agents of the school, such as 
teachers, administrators, and other school employees.   The Supreme Court has also 8

stated that a person cannot be “acting for” an agency unless he or she also 
“maintains” the record.   Accordingly, peer-graded student papers and some student 9

papers and tests that are briefly held for correction and grading alone are unlikely to 
be considered to be “maintained” by an education institution or a person acting for an 
educational institution.     10

!
What information is not considered an “education record”? !
The following are not considered “education records” under FERPA.    11

!
• records that are made by faculty and staff for their own use as reference or 

memory aids and not shared with anyone other than a temporary substitute;    12

!
• records of an educational agency or institution’s law enforcement unit;    13

!
• records of employees of an educational agency or institution that are made 

during the normal course of business and relate exclusively to their 
employment;   14

!
• records of students 18 years or older or attending a post-secondary school that 

are created by professionals, such as physicians or psychiatrists, for treatment 
purposes;   15

!
• records created by an educational agency or institution after an individual is 

no longer in attendance that do not directly relate to the individual’s 
attendance as a student;   or 16

!
• grades on peer-graded papers before a teacher collects and records them.    17

!
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What are the rights of parents and eligible students under FERPA? !
FERPA provides parents with certain rights to both protect and access their children’s 
education records. These rights are transferred to students when they reach the age of 
eighteen or when they attend a post-secondary school.   18

!
FERPA provides parents with four basic rights: !

• the right to inspect and review educational records;    19

!
• the right to challenge the content of education records and to correct or delete 

inaccurate, misleading, or inappropriate data;   20

!
• the right to control the disclosure of education records containing their child’s 

personally identifiable information via consent;   and 21

!
• the right to file a complaint regarding non-compliance of FERPA with the 

Department of Education (DOE).   22

!
What are educational institutions’ obligations under FERPA? !

1. Obtain parental consent 

FERPA requires educational institutions to acquire parental consent prior to 
disclosing personally identifiable information from a student’s education 
records, subject to some exceptions detailed below.   Personally identifiable 23

information includes:   24

!
• the name of a student or a student’s family member;  !
• the address of the student or student’s family members; !
• personal identifiers (e.g., social security numbers and biometric 

records such as fingerprints, facial characteristics, or handwriting);  !
• indirect identifiers (e.g., date of birth, place of birth, mother’s maiden 

name);  !
• other information that, either alone or in combination, would allow a 

“reasonable person in the school community” to identify the student 
with reasonable certainty; and !

!3
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• information that is requested by a person the institution reasonably 
believes knows the identity of the student. !

The consent must be written and must be signed and dated by the parent. It 
must also specify the following: !

• the records to be disclosed; !
• the purpose of disclosure; and  !
• the parties to whom the disclosure is made.    25

!
Consents may be signed electronically, as long as: (1) the mechanism by 
which the electronic signature is received identifies and authenticates a 
particular person as the source of the consent; and (2) the record of the 
consent indicates that person’s approval of the information in the consent. 
Educational institutions must use “reasonable methods” to authenticate the 
source of a particular consent.    26

!
2. Notify parents and eligible students of their rights 

Educational institutions must inform parents and eligible students annually of 
their right:  !

• to inspect and review educational records;    27

!
• to seek amendment of records;    28

!
• to consent to disclose personally identifiable information;   and  29

!
• to file complaints with the DOE if the educational institution violates 

these provisions.    30

!
The annual notice must also include the procedures that parents of eligible 
students must follow to review and amend documents.   The educational 31

institution must deliver the annual notice in a format that is reasonably likely 
to ensure that the parents or eligible students are aware of their rights. This 
means that schools may need to create special notices to accommodate parents 
with disabilities or who are not native English speakers.   32

!!!
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3. Maintain records of requests for access to and disclosure of personally 
identifiable information 

Educational institutions must keep a record of each request for, and each 
disclosure of, personally identifiable information that is contained in a 
student’s education records.   Educational institutions do not have to maintain 33

records of disclosures made to the parent or eligible student, a school official, 
a party that has obtained written consent from the parent or eligible student, or 
a party that receives the information pursuant to a subpoena or other court 
order.   34

!
The record for each request or disclosure must include: !

• the names of parties that requested or received personally identifiable 
information from education records and any other parties to whom the 
information will be redisclosed;    35

!
• the parties’ “legitimate interests” in requesting or obtaining such 

information;   and 36

!
• the names of state and local education authorities and federal officials 

and agencies that may further disclose personally identifiable 
information from education records without consent.   37

!
When can educational institutions disclose information without obtaining consent? !
FERPA allows schools to disclose information without obtaining consent with respect 
to the following categories of information: !

• student directory information; !
• de-identified information; and !
• in limited circumstances, personally identifiable information (as described 

below). !
Schools may disclose student directory information without consent, as long as the 
schools notify parents and eligible students about the disclosure and provide parents 
and eligible students with a reasonable window during which they can opt out of the 
disclosure.   Directory information generally includes: name; address; telephone 38

listing; e-mail address; photograph; date and place of birth; major; grade level; 
enrollment status; dates of attendance; degrees; honors and awards; most recent 
educational institution attended; and participation in sports and other activities.  39

!5

 Electronic copy available at: https://ssrn.com/abstract=2354339 



Directory information does not include social security numbers or student ID 
numbers.    40

!
Schools may disclose de-identified data without prior parental consent. De-
identification requires: !

• removal of all personally identifiable information and  !
• a reasonable determination that a student’s identity is not personally 

identifiable.    41

!
Schools may disclose de-identified education records for education research purposes, 
provided that the school attaches a code to the de-identified data to allow the recipient 
of the data to match information received from the same source.  This code must not 
be based on the student’s social security number or other personal information, nor 
should it contain any information that would allow the recipient to identify a student 
based on the code.   42

!
Schools may disclose personally identifiable information without prior parental 
consent to the following parties and in the following circumstances:   43

!
• to school officials with “legitimate educational interests,” including the 

“educational interests of the child for whom the consent would otherwise be 
required;”   44

!
• to a contractor, consultant, or volunteer or to another entity to which the 

institution has outsourced institutional services if: !
o the educational institution would otherwise use its own employees for 

those services; !
o the entity is under the direct control of the institution in using and 

obtaining education records; and  !
o the entity does not redisclose such information without parental 

consent;   45

!
• to officials of another school where a student is transferring;   46

!
• to specified officials for audit or evaluation purposes;   47

!
• to determine financial aid for a student;    48

!
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• to organizations conducting certain studies for or on behalf of the school;   49

!
• to comply with a judicial order or lawfully issued subpoena, perpetration of a 

crime, or disciplinary proceeding;   50

!
• to appropriate officials in cases of emergency to protect the health and safety 

of the student or other individuals;   51

!
• to state and local authorities, within a juvenile justice system, pursuant to 

specific state law;   or 52

!
• to accrediting organizations.   53

!
Additional resources about FERPA !

•   http://www.ed.gov/policy/gen/guid/fpco/ferpa/index.html 

•   http://www2.ed.gov/policy/gen/guid/fpco/pdf/ferpafaq.pdf 

•   http://www2.ed.gov/policy/gen/guid/fpco/pdf/reasonablemtd_agreement.pdf 

•   http://ptac.ed.gov/ 

CHILDREN’S ONLINE PRIVACY PROTECTION ACT !
Overview !
The Children’s Online Privacy Protection Act   and the Children’s Online Privacy 54

Protection Rule   (collectively, “COPPA”) set forth privacy standards and obligations 55

for online service providers that either target children or knowingly collect personal 
information from children under the age of 13.  !
To whom does COPPA apply? !
COPPA applies to operators of websites or online services.  !
Who or what qualifies as an operator? !
An operator is any individual or entity that either:  !

• operates a commercial website or online service directed to children under 
thirteen years of age that collects personal information from children; or !
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• operates a general audience website and has actual knowledge that it collects 
personal information from children under thirteen years of age.    56

!
How does one determine if a website or online service is directed to children? !
The Federal Trade Commission (FTC) considers a number of factors to determine 
whether a site or service is “directed to children,” including the:   57

!
• subject matter; !
• visual or audio content; !
• age of models; !
• language or other characteristics; !
• whether advertising promoting or appearing on the site is directed to children; !
• empirical evidence regarding audience composition; !
• intended audience; and !
• whether a site uses animated characters and/or child-oriented activities and 

incentives.  !
Do non-profits or government agencies or institutions have to comply with 
COPPA? !
An Operator as defined by COPPA “does not include any nonprofit entity that would 
otherwise be exempt from coverage under the Federal Trade Commission Act.”  58

Section 5 of the Federal Trade Commission Act (the “FTC Act”) and accordingly, the 
FTC’s enforcement jurisdiction, only applies to “persons, partnerships, or 
corporations.”   A “corporation” is defined as an entity that “is organized to carry on 59

business for its own profit or that of its members.”   Therefore, non-profit entities or 60

entities that are not “corporations” (such as government agencies) are generally not 
subject to the FTC’s jurisdiction, and accordingly are not required to comply with 
COPPA.    61

!
According to the FTC, however, non-profit entities that operate websites or services 
for the profit of their commercial members may be subject to liability under 
COPPA.   Schools generally do not qualify as commercial institutions that are subject 62

to the jurisdiction of the FTC. That said, if a school engages in commercial activity 
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(for instance, selling t-shirts online), then that behavior could be subject to oversight 
by the FTC.  !
Likewise, even if a school is not subject to FTC oversight, the cloud computing 
service providers that schools engage are likely to be subject to the FTC’s 
jurisdiction. To that end, any time a school engages a cloud computing service 
provider, it should ensure that the service provider complies with COPPA. !
To what types of data does COPPA apply? !
COPPA applies to any personal information collected from children under the age 
of 13. Personal information includes: first and last name; a home or other physical 
address; an e-mail address; a telephone number; a social security number; photos, 
videos, or audio files that contain a child’s image or voice; geolocation information; a 
persistent identifier that can be used to recognize a user over time and across different 
websites or services; and any other information that permits the physical or online 
contacting of a specific individual.    63

!
Although COPPA protection only applies to children under 13, the FTC encourages 
operators to protect information collected from teenagers aged 13 and over as well.  !
Does COPPA apply to information collected from parents? !
While COPPA does not generally apply to personal information collected from 
parents about their children, as a best practice, operators should safeguard 
information obtained from parents in the same way that they would if collected 
directly from a child. At a minimum, operators are expected to maintain the 
confidentiality of information collected from parents when parents provide consent 
for the release of their child’s information or when they review information collected 
from their child.   64

!
What does it mean to “collect” data under the statute? !
COPPA applies to both active and passive data collection. Active collection occurs 
when an operator directly solicits information from children or enables children to 
make their personal information available through chat rooms and message boards.  65

Passive data collection involves the tracking or use of “any identifying code linked to 
an individual, such as a cookie,” as well as any other  “identifiers” that can be used to 
identify, contact, or locate a child over time and across different websites or online 
services.    66

!!!
!9

 Electronic copy available at: https://ssrn.com/abstract=2354339 



What are website operators’ obligations under COPPA? !
1. Provide notice to parents !

An operator must make “reasonable efforts” to ensure that parents receive 
notice of a website or online service’s collection, use, and disclosure of their 
child’s personal information.   67

!
The content of the parental notice must include all of the content that COPPA 
requires an operator to disclose in its privacy policy. Additionally, it must 
state:   68

!
• that the operator wishes to collect information from a particular child; !
• the type of information an operator wishes to collect; !
• the purpose of information collection; and !
• the means by which parents can provide and revoke consent, where 

verifiable parental consent is required.    69

!
2. Obtain parental consent !

When must an operator obtain verifiable parental consent?  !
An operator must obtain verifiable parental consent prior to collecting, using, 
or disclosing any child’s personal information. An operator must also obtain 
verifiable parental consent any time its collection, use, or disclosure practices 
“materially change,” even if the operator has already obtained consent from 
the parent.   For instance, if an operator has obtained parental consent to share 70

a child’s personal information to third-parties for a particular purpose, and that 
purpose changes, then the operator must obtain a new consent to use or share 
the information for the new purpose.  !
When is prior parental consent not required?  !
An operator can collect a child’s name or online contact information prior to 
obtaining parental consent where it collects such information:   71

!
• solely to provide direct notice and obtain parental consent; !
• to respond to a child’s specific request on a one-time basis;   72

!
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• to send the child periodic communications, including online 
newsletters, site updates, or password reminders;   73

!
• as reasonably necessary to protect the safety of a child participant on 

the website; or !
• to protect the website’s integrity, take precautions against liability, 

respond to judicial process, or respond to an agency’s request for a 
matter related to public safety.   74

!
An operator may also disclose information collected from children without 
parental consent to corporate affiliates who: (1) solely provide internal support 
for the website or service; (2) are required to keep the information confidential 
and are restricted from using the information for any other purpose, and (3) 
play no role in collecting, maintaining, or using the personal information 
collected from children through the service.    75

!
How can an operator obtain parental consent? !
Any method of obtaining verifiable parental consent must be “reasonably 
calculated, in light of available technology,” to ensure that the consent is being 
given by a child’s parent.    For example: 76

!
• For solely internal uses of personal information (not disclosed to third-

parties and not publicly available), the FTC recommends that operators 
seek parental consent through an e-mail from a parent, followed by 
sending a confirmatory consent via postal mail, facsimile, or telephone 
call. In the event of a “reasonable time delay,” an operator can send 
another email to verify that the parent has given consent.    77

!
• If personal information is publicly disclosed (such as via chat rooms or 

message boards) or disclosed to third-parties, the FTC recommends 
obtaining parental consent in a variety of ways that attempt to verify 
the parent’s identity, such as:  !

o providing a consent form for parents to sign and send back via 
mail, fax, or electronically;!

 !
o requiring a parent to use a credit card in a secured transaction; !!
o maintaining a toll-free telephone number staffed by trained 

professionals where parents can call in their consent; !!
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o an email with a digital signature;  !
o an email with a PIN or password obtained through one of the 

prior methods; or !
o using government-issued identification, such as a driver’s 

license.   78

!
• COPPA permits a school to obtain parental consent on the operator’s 

behalf, as long as the operator uses the information only on behalf of 
the school pursuant to the agreement between the school and the 
operator.   While an operator can presume that schools have obtained 79

parental consent for any personal information they disclose to the 
operator, it must comply with the boundaries of the consent obtained 
by the school.    An operator must obtain consent directly from the 80

parents if it wants to use the data collected from the school for its own 
commercial purposes.   81

!
3. Manage disclosures to third-parties !

Operators must take reasonable steps to ensure that a child’s personal 
information is disclosed only to those third-parties who will maintain the 
confidentiality, security, and integrity of the information.   To that end, 82

operators should conduct due diligence on any third-parties they plan to share 
information with, and should only share a child’s personal information with 
trusted parties that are contractually bound to maintain the “confidentiality, 
security, and integrity” of such information.    83

!
4. Maintain a privacy policy !

Operators must maintain a privacy policy that is clear, easy to understand, 
complete, and does not contain extraneous information. The content of the 
privacy policy must include:    84

!
• the names of all operators that collect or maintain personal 

information from children; !
• the types of personal information collected and whether collection is 

active or passive;  !
• uses, or potential uses, of the information;  !
• disclosures and uses by third-parties;  
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!
• that parents may give limited consents to the collection and use of their 

child’s personal information without consenting to its disclosure to 
third-parties;  !

• that an operator cannot condition a child’s participation in an activity 
on his disclosure of more information than is “reasonably necessary”; 
and !

• that a parent may review his or her child’s personal information, 
request its deletion, and refuse to consent to further data collection. !

Operators must provide effective notice of their privacy policies on their 
websites. The link to the privacy policy must be clearly labeled and placed in a 
clear and prominent manner both on the home page and any other area where 
children provide, or are asked to provide, personal information.   A general 85

audience websites must contain a link to the privacy policy on the homepage 
of the children’s area of its website.   The FTC suggests using a larger font 86

size, different color, or a contrasting background for emphasis.    87

!
5. Retention and disposal of personal information !

COPPA requires operators to retain a child’s personal information “for only as 
long as is reasonably necessary” and to protect against intrusions even when 
disposing of the information.   This allows operators to determine their own 88

data retention and deletion capabilities, without the FTC dictating certain 
timeframes or destruction policies.  !

Does COPPA offer any safe harbors against liability? !
In lieu of complying with COPPA’s requirements, operators may submit a self-
regulatory program to the FTC for approval.   If approved, the operator is offered a 89

“safe harbor” from complying with COPPA’s requirements as long as the operator 
complies with the self-regulatory program approved by the FTC.   For information 90

about applying for FTC approval of a safe harbor program, see C.F.R. Section 312.11, 
http://www.business.ftc.gov/privacy-and-security/childrens-privacy, or email 
CoppaHotLine@ftc.gov.   91

!
Additional resources about COPPA !

• http://www.ftc.gov/ogc/coppa1.htm 

• http://www.ftc.gov/os/fedreg/2013/01/130117coppa.pdf 
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• http://business.ftc.gov/documents/Complying-with-COPPA-Frequently-
Asked-Questions 

• http://www.ftc.gov/opa/2013/07/coppa.shtm 

• http://business.ftc.gov/blog/2012/12/ftcs-revised-coppa-rule-five-need-know-
changes-your-business 

• http://business.ftc.gov/documents/bus84-childrens-online-privacy-protection-
rule-six-step-compliance-plan-your-business 

!
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Children’s Internet Protection Act (CIPA) 
The Children's Internet Protection Act (CIPA) was enacted by Congress in 2000 to address concerns 
about children's access to obscene or harmful content over the Internet. CIPA imposes certain 
requirements on schools or libraries that receive discounts for Internet access or internal connections 
through the E-rate program – a program that makes certain communications services and products more 
affordable for eligible schools and libraries. In early 2001, the FCC issued rules implementing CIPA and 
provided updates to those rules in 2011. 

What CIPA requires 

Schools and libraries subject to CIPA may not receive the discounts offered by the E-rate program 
unless they certify that they have an Internet safety policy that includes technology protection 
measures. The protection measures must block or filter Internet access to pictures that are: (a) 
obscene; (b) child pornography; or (c) harmful to minors (for computers that are accessed by minors). 
Before adopting this Internet safety policy, schools and libraries must provide reasonable notice and 
hold at least one public hearing or meeting to address the proposal. 

Schools subject to CIPA have two additional certification requirements: 1) their Internet safety policies 
must include monitoring the online activities of minors; and 2) as required by the Protecting Children in 
the 21st Century Act, they must provide for educating minors about appropriate online behavior, 
including interacting with other individuals on social networking websites and in chat rooms, and 
cyberbullying awareness and response. 

Schools and libraries subject to CIPA are required to adopt and implement an Internet safety policy 
addressing:  

x Access by minors to inappropriate matter on the Internet;
x The safety and security of minors when using electronic mail, chat rooms and other forms of

direct electronic communications;
x Unauthorized access, including so-called “hacking,” and other unlawful activities by minors

online;
x Unauthorized disclosure, use, and dissemination of personal information regarding minors; and
x Measures restricting minors' access to materials harmful to them.

Schools and libraries must certify they are in compliance with CIPA before they can receive E-rate 
funding.    

x CIPA does not apply to schools and libraries receiving discounts only for telecommunications
service only;

x An authorized person may disable the blocking or filtering measure during use by an adult to
enable access for bona fide research or other lawful purposes.

x CIPA does not require the tracking of Internet use by minors or adults.

You can find out more about CIPA or apply for E-rate funding by contacting the Universal Service 
Administrative Company's (USAC) Schools and Libraries Division (SLD) at sl.universalservice.org. SLD 
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also operates a client service bureau to answer questions at 1-888-203-8100 or via email through the 
SLD website. 
 
Filing a complaint 
 
You have multiple options for filing a complaint with the FCC: 
 

x File a complaint online at https://consumercomplaints.fcc.gov 
x By phone: 1-888-CALL-FCC (1-888-225-5322); TTY: 1-888-TELL-FCC (1-888-835-5322); ASL: 

1-844-432-2275 
x By mail (please include your name, address, contact information and as much detail about your 

complaint as possible): 

 
Federal Communications Commission 
Consumer and Governmental Affairs Bureau 
Consumer Inquiries and Complaints Division 
445 12th Street, S.W. 
Washington, DC 20554 

Alternate formats 
 
To request this article in an alternate format - braille, large print, Word or text document or audio - write 
or call us at the address or phone number at the bottom of the page, or send an email to 
fcc504@fcc.gov. 
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