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addresses, phone numbers, email addresses, 
participation in activities and sports, and dates of 
attendance.3

Most of the time, under federal law, student 
information—such as grades, discipline records, or 
medical visits—cannot be shared with anyone without 
your consent. However, “directory information” is an 
exception. Schools can choose to post this 
information online, or share it with anyone (parents 
must be given the right to opt out). For this reason, 
directory information can sometimes be misused. In 
one recent case, schools in Virginia shared directory 
information with a political candidate, who then used 
it to send students text messages about registering 
to vote.4  

Parents should know that schools are required to 
notify them every year about what information they 
consider to be directory information, and schools can 
choose to limit who can receive directory information
—for example, by promising in their annual notice 
that they will never provide information for a profit-
making activity, or giving parents the right to only 
allow the disclosure of certain types of information.5 
In order to make an informed decision about whether 
to opt out, ask your school how they define directory 
information, and with whom it is shared.

Parents frequently report that education technology 
in the classroom has improved how their child 
learns.1 When properly implemented, technology and 
data can be powerful tools for delivering high quality 
education. But your child’s school should tell you 
about what technologies (apps, websites, or online 
services) your child will be using, and how they have 
vetted those services to ensure they are 
safeguarding your child’s privacy. Many schools send 
a letter at the beginning of the school year with a list 
of the apps that will be used; others post the apps 
used on the school’s website, along with the kinds of 
data each of those apps collect.2 If your child’s 
school hasn’t done so, request this information—and 
ask questions about any descriptions that don't 
make sense.

Which websites, services, and apps will 
my child's classroom use this year?

1.

“Directory information” is a legal term for the kind of 
information you might find in a PTA directory or 
yearbook, including students’ and parents’ names,

How does my school handle directory 
information?

2.

What is my school's approach to school 
safety, and what does it mean for my 
child's privacy?

3.

Parents: Raise Your Hand and 
Ask Schools How They Protect Student Data 
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As you send your child off to start a new school year, you may have questions about how your child's teachers 
are using new technologies, such as tablets, computers, apps, or online learning platforms. What kind of 

information will they collect, and how will it affect child’s privacy? With all of the new educational technology in 
classrooms, it can be hard to know what questions to ask. Here are the 7 most important questions that 

parents should ask about student privacy during this school year.

In the wake of the Parkland school shooting in 
February 2018, many schools introduced new 
measures to help identify threats to the school, 
potential self-harm, or cyberbullying. These might 
include social media monitoring, digital video 
surveillance linked to law enforcement, or tracking 
students’ online activities on personal or school-
issued devices, raising privacy concerns.6 These 
measures may help protect students, but 



You should know what information your child is 
being asked to provide in school, especially when 
that information does not or only tangentially 
relates to what they need to learn. When students 
take surveys in school, the federal Protection of 
Pupil Rights Amendment (PPRA) applies.8 The PPRA 
establishes a parents’ right to inspect school 
surveys before the survey is given. If a survey asks 
about certain sensitive topics—like family income, 
religion, political beliefs, or anti-social behaviors—
the PPRA requires even more: parents must be 
given the opportunity to opt their child out of taking 
the survey. 

The Department of Education recently released 
guidance regarding administration of third-party 
surveys in schools, such as the pre-survey on 
college admissions exams like the SAT and ACT.9 
Websites that help students choose career paths or 
get scholarships, while helpful for students, may not 
have any restrictions on sharing the sensitive data 
they collect. That means that the student may be 
targeted for inappropriate marketing, discriminated 
against, or even have their data revealed to data 
brokers.10 The PPRA requires districts to have 
policies about surveys given in schools, and they 
must consult with parents about these policies. Ask 
your school about their policy and how they will 
share surveys with your child throughout the school 
year. 

Does my child's school administer 
surveys?

4.

surveillance can also impact students’ autonomy and 
sense of freedom if there are not appropriate 
measures in place to guide their use. Ask what steps 
your school has taken to protect school safety, how 
the school has built privacy protections, and the 
school’s process when it identifies a student’s 
activity as threatening or problematic.7

and Illinois have encountered legal issues after using 
recording devices in the classroom, with one parent 
even facing felony charges for putting a recording 
device in her daughter’s backpack to identify school 
bullies.12

At the same time, recording in classrooms can be 
important for students with disabilities, and is often 
included as part of Individualized Education 
Programs. AngelSense, for example, is a GPS 
tracking device designed for autistic children, and 
has a “listen in” feature that allows parents to hear 
what is going on around their child. In response to 
privacy concerns, AngelSense worked with districts 
to create an agreement disabling the “listen in” 
feature during school hours while still allowing 
parents retain the essential GPS capability.13

Be aware of your school’s policies about the use of 
recording devices as they can be beneficial but also 
often raise privacy questions, such as who is 
listening in, and why. In an effort to protect student 
privacy, some schools and state legislatures have 
banned the use of recording devices (including 
using cell phones to record) in schools, with mixed 
results.11 Parents and students in Maine, Virginia,

What are the rules for recording 
devices in my child's school?

5.

Most data breaches are caused by human 
error, such as clicking a link in a phishing email or 
choosing a weak password.16 Often, these errors 

How does the school train teachers and 
staff to protect student information?

7.

Last fall, four small school districts were targeted by 
malicious hackers that used student data to text 
death threats to parents and students and attempt 
to convince the districts to pay a ransom.14 Although 
schools might not store financial information, like 
credit card or social security numbers, schools do 
hold data that is extremely sensitive and must be 
kept safe. Ask your school how it is protecting the 
safety of your child’s information. The Department 
of Education provides a checklist of data security 
issues for schools you can use to create questions, 
and FPF has a list of seven security questions to ask 
about ed tech platforms.15

How is my child's information 
secured?

6.
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Even if state laws require schools to secure student 
data, it is difficult for schools to comply with legal 
requirements without funding and training. Utah is 
the only state that requires that educators take an 
annual privacy course for relicensure, and also 
requires that all school employees with access to 
cumulative records have a data confidentiality 
training (check out their free Canvas course and 
YouTube training!), though many other states and 
districts—both big and small—have found ways to 
build a culture of privacy.17 The Future of Privacy 
Forum’s FERPA|Sherpa website also has useful 
training resources for schools and teachers.18 Ask 
your school what training they conduct throughout 
the year to protect your child’s information. If they 
aren’t doing training right now, point them towards 
these resources or other amazing groups like the 
Department of Education’s Privacy Technical 
Assistance Center (PTAC), the Student Data Privacy 
Consortium (SDPC), or the Consortium for School 
Networking (CoSN) for help.19

Your school may not have answers to all of these questions. This does not necessarily mean that there is 
cause for concern; for many districts, privacy and security are in competition with other vital priorities such as 
improving educational outcomes, safety, or graduation rates. Nevertheless, caring for your child’s data should 
be important to your school. Back-to-school is a perfect time to ask questions about technology and data use 

in schools. By asking the right questions, you can be informed about the policies and procedures being used to 
protect your child’s information and be in a position to speak up and demand meaningful privacy safeguards.
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