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STOP

SLOW DOWN

GO
● No one can sell student 

PII protected by FERPA 
or use it to market to 
kids and families

● Student PII protected by 
FERPA cannot be 
reshared without 
consent*

*Except directory information

Anyone - including the teacher! - must have a legitimate educational 
need for student data before they can access it, and they:

● Can use data only for the original purpose for which the data 
was shared

● Must be under the direct control of the school
● Must maintain strict data use and security requirements, such as 

using data only for the purposes for which it was disclosed and 
destroying the data when no longer needed for the specified use. 

● Parents of K-12 students 
usually have an absolute 
right to access their 
child’s education data

● The student’s teacher 
can access the 
information they need 
to meet the student’s 
educational needs

http://dataqualitycampaign.org/wp-content/uploads/2016/03/DQC-FERPA-Stoplight.pdf
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https://studentprivacy.ed.gov/
https://studentprivacy.ed.gov/
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*Except directory information
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https://studentprivacy.ed.gov/training/b-cs-student-directory-information
https://studentprivacy.ed.gov/training/b-cs-student-directory-information
https://studentprivacy.ed.gov/training/protecting-student-privacy-while-using-online-educational-services
https://studentprivacy.ed.gov/training/protecting-student-privacy-while-using-online-educational-services
https://studentprivacy.ed.gov/
https://studentprivacy.ed.gov/


● Establish that the school owns and controls student records.  
● Prohibit third parties from using student information for 

purposes outside of those named in the contract.  
● Describe how parents, legal guardians, or students can 

review and correct personally identifiable information 
contained in their records.  

● Outline actions that third parties will take to ensure student 
data is secure and confidential.  

● Describe procedures for notifying affected parents, legal 
guardians, or eligible students in the event of unauthorized 
disclosure of student records. 

● Certify that student records will not be 
retained or available to the third party 
once the contract is over and explain how 
that will be enforced.  

● Describe how schools and third parties will 
comply with FERPA.  

● Prohibit third parties from using personally 
identifiable information from student 
records to target advertising to students.

http://studentprivacycompass.org/state-laws
http://studentprivacycompass.org/state-laws
https://www.f3law.com/downloads/COMPLETE%20Privacy%20Guidebook%2009_18_15.pdf
https://www.f3law.com/downloads/COMPLETE%20Privacy%20Guidebook%2009_18_15.pdf
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Risk Is this risk implicated?

The permanent record

Commercialization

Age-inappropriate content

Safety

Social harm

Over-surveillance

Equity concerns

Loss of opportunity




