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● May use data for any purpose other than the purpose for which the data was 
originally provided to the service provider without notice to users;

● May use student personally identifiable information after it is no longer needed or 
after the school or district requires that that information be deleted;

● May not require their subcontractors to adhere to the service provider’s terms of 
service;

● Is claiming ownership over the student data or copyright or an irrevocable license 
to use student data or uploaded school or student user content;

● May in any way limit the school or district’s access to student information when 
requested; and

● May not mention security protections.

https://studentprivacy.ed.gov/sites/default/files/resource_document/file/TOS_Guidanc
e_Mar2016.pdf
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https://docs.google.com/document/d/1GeVzycFMcQKjpSScRBn4cgZU9ukwvBvnOE6uwAWye4Q/edit?usp=sharing


Types of Use Example

Administrative Course scheduling, school busing

Instructional Online homework, learning apps

Assessment and 
Measurement

Standardized tests, course 
assessments

Optional and 
Non-Educational

School yearbooks, PTA fundraising

https://fpf.org/wp-content/uploads/FPF_Education_Consent_StudentData_Oct2014.pdf
https://fpf.org/wp-content/uploads/FPF_Education_Consent_StudentData_Oct2014.pdf


Example: What would you do?

“A teacher wants students to be able to share photographs and videos online and identifies 
an app that will allow this sharing. He creates user accounts for all students (including those 
who opted out of directory information). The ToS allow the provider to use the information 
for a variety of non-educational purposes, including selling merchandise. The district 
discovers that this service is being used and determines that the ToS does not align with 
FERPA’s requirements. 

What do you think the district should do?

Example adapted from the Department of Education

https://studentprivacy.ed.gov/sites/default/files/resource_document/file/Student%20Privacy%20and%20Online%20Educational%20Services%20%28February%202014%29_0.pdf

